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Seizing the Potential
offAl'to’Detect
Emersing Fmanual
CrimelRisks

The landscape of Financial Crime
Compliance (FCC) is undergoing a significant
transformation due to the accelerated
adoption of Artificial Intelligence (Al). While
many discussions centre around optimising
existing processes, the real potential of Al lies
in its ability to detect new and emerging FCC
risks that traditional systems may overlook.
As financial institutions grapple with
increasingly sophisticated illicit activities,
Al offers innovative solutions to enhance
compliance frameworks and protect both
customers and the integrity of the financial
system.
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with geopolitical tensions and emerging risks

such as those that serve national interests and
the trafficking of Fentanyl, which can be linked to US
trade tariffs, we can only expect to see a continued
level of enforcement by local regulators. The arrest
in February 2024 of a group linked to Hong Kong’s
largest-ever money laundering case involving HKD14
billion (USD1.8 billion), serves as a reminder of how
these risks have embedded themselves into the
fabric of society.

FCC risks have become the new normal. Coupled

Such cases have highlighted that money laundering
is no longer limited to conventional methods. A
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recent development is the use of virtual
assets. Criminals are increasingly leveraging
technology, cryptocurrencies, and global
networks to obscure their activities. This
necessitates a proactive approach to FCC,
focused on identifying patterns and anomalies
that could indicate illicit behaviour.

The unique advantages of Al give it an edge in
combating financial crime. Rule-based systems
often rely on historical data and predefined
parameters, which limit their effectiveness

in detecting novel risks - an approach that is
no longer sufficient in the modern-day fight
against illicit activities.

Al, particularly machine learning (ML)
algorithms, can analyse vast amounts of

data from diverse sources, enabling banks to
identify previously unknown risk indicators.
For instance, Al can detect unusual transaction
patterns, correlations between seemingly
unrelated activities, or emerging trends in
financial behaviour that may signal money
laundering attempts.
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While ML algorithms are already being used by many
banks to detect sophisticated tactics such as layering
transactions across borders or exploiting vulnerabilities
in digital currencies, their potential extends far beyond
these applications. The real question remains: what
other possibilities are being overlooked?

Rather than focusing solely on post-transaction
analysis, Al can pave the way for more predictive
methods of detection. Predictive detection does not
mean gazing into a crystal ball; it means establishing

an early warning system that identifies the onset of

risk outbreaks within operations. This allows for faster
response times, more effective containment, and ideally,
the sharing of critical information to prevent wider
spread.

For Al to reach its full potential, it needs to be embraced
not just by compliance departments, but also by all
business units as an integral part of doing business and
driving growth. In this era of cost-cutting and evolving
operating models, the second line of defence plays a

66
The proactive adoption of Al

will be crucial for safeguarding
the integrity of the financial

system. ¢e

ISSUE 141 + 2025

AT ZIRITEEEAMURE AR A EM
BIERES, NEBIR S E R 7 W B HIEE KNI
B, BELRNHENEEEH T ELER.
HIENBREDNAFT EEMEHEM AR MR
BEET?

AIRIEREERZ RO, B LUAERTER
MEBIRER 5 AR TR IR S AL AR 2
B KBIKE] UATRRIARZR, MER L —EFH
RERG, B EBPAIEEHIRN AR, B
BILAINIR e FE B ), B A ROt PR &R R, W7
ERBERTHAZMBEN, HLEERZNE
%o

EAIRTDEEEND, FTEFTESRMBPIK
MAL FREXRBBULERAIRERER
BHESHERAAIRRN—E D EED
SKHU R AL 25 7 B R R 3 R BB A,
BEMGERABREREPEREE.AM,
EBEUXS B AESHAIRE AR ERE,
AAmREEHtbMEEEEEERHN
ey




crucial role in risk stewardship. However, it is the business
units themselves that must drive the Al agenda forward,
as they are ultimately responsible for managing the risks
within their operations.

Three steps banks can take to transform their
anti-money laundering frameworks

To fully harness the potential of Al in detecting new anti-
money laundering (AML) risks, banks must undertake a
strategic transformation of their compliance frameworks.

1. Invest in robust data infrastructure. The effectiveness

of Al in AML hinges on the quality and accessibility of

data. Banks need to invest in robust data infrastructure

that can centralise and integrate disparate data
sources, enabling real-time processing and seamless
information flow across departments. This includes
ensuring data accuracy, relevance, and timeliness
through robust data governance policies. Additionally,
creating a centralised repository will provide analysts

and compliance officers with the readily available data

they need for effective monitoring and analysis.
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2. Build cross-functional teams. The team structures many

banks have today are outdated and need significant
change. To leverage Al effectively, banks need to establish
cross-functional teams - this includes combining
cybercrime and fraud - that utilise expertise in technology,
compliance, and risk management. These teams can
combine structurally, not just collaborate, to develop and
implement Al-driven solutions tailored to the bank or
financial institution’s unique risk profile.

This approach should include fostering open
communication between IT, compliance, and business units
to ensure that Al tools align with organisational goals.
Equally important is providing comprehensive training
programmes for staff to develop a strong understanding
of Al technologies and their implications for AML. This
knowledge empowers teams to make informed decisions
and contributes to a more robust AML framework.

Embrace a culture of innovation. A cultural
transformation is critical for the successful adoption

of Al in AML. Banks need to foster an environment that
encourages innovation and experimentation with new
technologies. This cultural shift can drive the development
of creative solutions to emerging AML challenges. To
achieve this, banks can implement several strategies. For
example, launching pilot projects allows banks to test Al
applications in specific areas of AML, providing valuable
insights and demonstrating the potential impact of Al

on compliance efforts. Equally important is establishing
mechanisms for continuous feedback and improvement,
encouraging teams to share their experiences with Al
tools and suggest enhancements.

(44
To fully harness the potential of Al in

detecting new anti-money laundering
(AML) risks, banks must undertake
a strategic transformation of their

compliance frameworks. e e
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The importance of a collaborative ecosystem

The fight against financial crime cannot be won in

isolation. The borderless nature of modern financial crime
necessitates regulatory synergy - a harmonised approach to
combating financial crime across jurisdictions. To address
this, Hong Kong’s regulators are increasingly aligning with
international frameworks such as the Financial Action Task
Force (FATF) to promote consistency in Al-driven compliance
practices. This effort includes adopting universal definitions
for high-risk transactions and coordinating with overseas
counterparts to trace cross-border illicit flows, such as those
linked to decentralised finance (DeFi) platforms.

Enhancing Al-driven FCC frameworks also depends on strong
collaboration between financial institutions, regulators,

and technology providers. This is being demonstrated in the
increasing partnerships between financial institutions, third-
party data analytics companies, and Regtech start-ups to co-
develop innovative detection methods.
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The Hong Kong Monetary Authority (HKMA) plays
an important role in fostering this collaborative
ecosystem. Promoting the adoption of AML Regtech
continues to be one of the HKMA’s key supervisory
focuses, and more broadly, new avenues for Al use case
testing are continually being introduced to support

the financial services industry. The HKMA’s Generative
Al sandbox, for example, provides a controlled
environment for banks to validate Al use cases under
regulatory supervision and receive feedback to ensure
compliance.

As regulatory expectations evolve, so must Al
governance. Recent guidelines from the Securities

and Futures Commission of Hong Kong and the

HKMA emphasise strong Al governance for processes
including know your client or customer (KYC) and

AML checks. Banks are advised to integrate human
oversight into Al workflows, such as deploying hybrid
systems where algorithms flag suspicious activities for
final review by compliance teams.

With Hong Kong regulators accelerating the issuance of
new Al guidelines, it is crucial for financial institutions
and Al developers to leverage this increased guidance
and support. Early collaboration with regulators is
essential to ensure that financial institutions adapt

to policy shifts and embed compliance into Al design
from the outset.
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Conclusion

The recent 2025-26 Budget signalled a strong commitment
to supporting Al innovation, with the Financial Secretary
noting the potential technology presents to reshape key
business and economic sectors, including banking and
financial services. Hong Kong’s openness to trying new
things has long been a part of its success, and as banks
embark on a wider digital transformation journey, Al
should be at the forefront, with AML representing a critical
area for Al application.

The proactive adoption of Al will be crucial for safeguarding
the integrity of the financial system. With the right
strategies in place, banks and financial institutions can
not only meet regulatory requirements but also protect
their customers and contribute to a more secure financial
environment. However, the true potential of Al in AML

lies not simply in meeting existing expectations but in
exceeding them. By embracing a future-oriented approach,
one that anticipates evolving criminal methodologies and
leverages Al’s predictive capabilities, banks and financial
institutions can move beyond a reactive stance and
become architects of a more secure and resilient financial
system.
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